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1 Version history

	Version 
	Changes / comments
	Changed by
	Issue date

	0.1
	Initial Draft
	
	


2 Approval

	Date
	Approved by
	Role
	Signature

	
	
	
	


3 References, links & dependencies

	Ref
	Document Title
	Version
	Date

	A
	ISO 27001 ISMS Scope
	
	

	B
	BS ISO/IEC 27001:2005 – ISMS Requirements
	1st Edition
	Oct 2005

	C
	BS ISO/IEC 27002:2005 – Code of practice
	2nd Edition
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4 Basic details
	Audit date:
	[Date(s) of the gap analysis]

	Audit team:
	

	Client name:
	

	Location:
	

	Scope:
	[Reference the ISMS Scope statement]

	Standard:
	ISO/IEC 27001:2005 [Ref B]

	Guidelines:
	ISO/IEC 27002:2005 [Ref C]


Table 1 - Gap Analysis basic details
5 Introduction
5.1 The [Client name] ISMS ISO/IEC 27001:2005 preliminary gap analysis was conducted in the period [date] to [date]. The gap analysis covered those areas identified in the [Client name] ISO 27001 ISMS Scope document (Ref [A]).
5.2 In general, [Client name] demonstrated a number of positive aspects in relation to the ISMS. These included:
5.2.1 The very fact that the gap analysis was commissioned by [Client name] management implies a basic level of maturity. 

5.2.2 Members of the [Client name] Management Information Security Forum (MISF), set up to to ensure that information security activities are co-ordinated and represented by personnel who are directly involved in the scope, are highly motivated and committed to ensuring the success of the ISMS project.
5.2.3 Text
5.2.4 Text
5.3 No assurance opinion is given in this report.  Assurance was not the purpose of the gap analysis.
6 Objective
6.1 The objectives of the gap analysis were threefold:
6.1.1 To determine the gaps between [Client name]'s actual information security controls and related security management practices, and those recommended by ISO/IEC 27001 (Ref [A]), the international standard that specifies the requirements for establishing, implementing, operating, monitoring, reviewing, maintaining and improving a documented ISMS within the context of the organization's overall business risks.
6.1.2 To provide an executive summary (this document) identifying the key issues and offering recommendations where applicable;
6.1.3 To provide a main report with appendices explaining the issues and proposed actions  and documenting the evidence of the findings, plus a detailed action plan with dates and responsibilities.
7 Gap analysis approach
7.1 The gap analysis consisted of interviews with key members of [Client name] staff within each of the areas in scope.  Any actions identified during the interviews were captured and managed via a RACI matrix identifying those responsible for, accountable for, consulted in or interested in the process.  Interview questions were derived from ISO/IEC 27001 (Ref [B]) and supporting information from ISO/IEC 27002:2005 (ISO/IEC 27002) (Ref [C]).

7.2 The approach used to capture and assign values to responses followed a two step process:
7.2.1 Validation - The validation process was performed using all 133 of the requirements in ISO/IEC 27001 (Ref [B]). A pre-gap analysis workshop was held and each area within scope was assigned questions from these requirements that were deemed to be applicable to the work they conducted.  The requirements from the standard are designed to achieve 39 objectives within the 11 key areas listed below:
· Security Policy

· Organisation of Information Security

· Asset Management

· Human Resources Security

· Physical and Environmental Security

· Communications and Operations Management

· Access Control

· Information Systems Acquisition, Development and Maintenance

· Information Security Incident Management

· Business Continuity Management and

· Compliance
7.2.2 Maturity Level Rating - The maturity levels were rated using the Capability Maturity Model (CMM) methodology.  CMM provides a benchmark for comparison and acts as an aid to understanding the behaviours, practices and processes of an organisation.  The five CMM levels were as follows:

· CMM 1 (Initial) - There is evidence that a security issue exists and needs to be addressed, however there are no controls in place to tackle the issue.

· CMM 2 (Limited) - Security controls are still in development and/or there is limited documentation to support the requirement.

· CMM 3 (Defined) - Security controls have been documented and communicated through training, but there are areas where the required detail is lacking and/or they are not enforced or actively supported by senior management.

· CMM 4 (Managed) - It is possible to measure the effectiveness of security controls but there is no evidence of any compliance reviews and/or the controls require further refinement to reach the required level of compliance.

· CMM 5 (Optimized) - Security controls have been refined to the level required by ISO 27001 based on effective leadership, change management, continual improvement and internal communication.
7.2.3 For the purposes of the gap analysis two further levels were added:

· CMM 0 (Non Existant) - Complete lack of recognizable control;

· CMM 6 (Non Applicable) - Control is out of scope.
7.2.4 Where applicable, areas that fell into these two categories were identified and recorded accordingly.

	Assessed level of compliance

The current overall level of compliance for [Client name]’s existing security controls is CMM level [?] (description).


7.2.5 A combined compliance chart, giving a snapshot of the applicable levels of compliance for each area covered during the audit, is given at Annex A. 
7.2.6 More details of the specific validation checks and maturity level ratings can be found in the [Client name] ISO 27001 ISMS Gap Analysis Main Report with results of the gap analysis being categorized in a chart for each area in scope along with supporting notes to the findings in the appendices.
8 Findings - Key issues
8.1 The findings below are presented at a high level and cover the key issues discovered during the compliance audit. Key issues are defined as those aspects of the audit that fell under the CMM 1 (Initial) rating and are therefore the areas that need immediate attention. It must be stressed that of the CMM levels returned during the gap analysis interviews the worst case was always taken:
The headings below are given as an example only – please replace with your own findings
8.2 General - Text
8.3 Policy compliance - Text
8.4 Security Policy - Text
8.5 Asset management - Text
8.6 Acceptable use of assets - Text
8.7 Information labelling and handling - Text
9 Summary and recommendations
The purpose of this section is to highlight the main areas where immediate action is required along with recommendations to address those actions. The Gap Analysis main report lists, in detail, the findings and recommendations arising from the audit. 
Annex A – Combined Compliance Levels
The chart below gives a snapshot of the level of compliance with ISO 27001 (Ref [B]) for each of the areas questioned during the compliance audit.
This chart has been pasted in as a .jpeg and is not linked to the original Excel spreadsheet used to track responses during the Gap Analysis
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Figure 1 - [Client name] ISMS Gap Analysis Combined Compliance Levels
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Disclaimer and copyright notice


This example ISMS gap anlysis report was donated to the ISO27k Toolkit by � HYPERLINK "http://www.retrac-consulting.co.uk/" ��Retrac Consulting Ltd�.  This is a generic template that requires customization.  Because it is generic, it cannot fully reflect every user’s requirements.  We are not familiar with your specific circumstances and cannot offer tailored guidance to suit your particular needs.  It is not legal advice.


� HYPERLINK "http://creativecommons.org/licenses/by-nc-sa/3.0/" ���� This work is copyright © 2011, � HYPERLINK "http://groups.google.com/group/iso27001security" ��ISO27k Forum�, some rights reserved.  It is licensed under the � HYPERLINK "http://creativecommons.org/licenses/by-nc-sa/3.0/" ��Creative Commons Attribution-Noncommercial-Share Alike 3.0 License�.  You are welcome to reproduce, circulate, use and create derivative works from this provided that:


(a) It is not sold or incorporated into a commercial product;


(b) It is properly attributed to � HYPERLINK "http://www.retrac-consulting.co.uk/" ��Retrac Consulting Ltd� and the ISO27k Forum at � HYPERLINK "http://www.ISO27001security.com" ��ISO27001security.com�; and 


(c) If derivative works are shared outside the organization, they are shared under the same terms as this.
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